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5.22.0.1 Acceptable Use of Information Technology Resources

Purpose

The purpose of this policy is to establish written guidelines for the appropriate use of information technology
resources at Century College.

Definitions of Terms Used in this Document

Information technology (IT): any computer; telephony equipment; network equipment; peripheral; storage
device; data file

Community: any MnSCU employee, student, alumnus, authorized guest, and vendor

User: any person using any IT equipment or service, either locally or remotely

Provision of Services

Century College provides IT resources in support of its mission to continuously improve student understanding
and capabilities that lead to purposeful lives, contribute to a vital community and pursue lifelong learning. As
an institution of higher education, the College intends to provide the community with open and unrestricted
avenues of communication as long as such use is in compliance with state and federal laws, other Century
College policies, and MnSCU policies. The College reserves the right to summarily limit or suspend access to
facilities, equipment, and services, as necessary, to comply with applicable laws, to protect the interests of
Century College and other members of the community, and to preserve the integrity and performance of T
systems.

As with all IT services, local and long distance telephone services are provided for employees to conduct
college-related business. Employees should limit their use of the telephone for personal communications. Any
employee wishing to make a personal long distance call must use a pay phone, a personal phone card, a collect
call, or have the charges applied to their home number. IT staff routinely review the log of long distance calls
charged to the college and will request that employees reimburse the college for all calls not directly related to
college business.

Priority of Use

While the College does not strictly limit the use of information technology services, activities related to the
College's educational mission take precedence. Use of IT resources for personal or recreational activities may
be limited depending on the capacity of the IT systems to support such activities.
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Rights and Obligations

All users are responsible for using Century College IT resources in an appropriate manner. All applicable laws,
statutes and policies related to personal behavior apply to electronic communications. Such laws and policies
prohibit, among other things, lewd or indecent conduct, threat of physical harm, stalking, forgery, disruption of
College services, damaging or destroying of property, discrimination and sexual harassment. All users are
expected to respect the integrity of all security controls and abide by all security measures that have been
implemented, as well as adhere to all end-user license and contractual agreements associated with Century
College IT resources.

Cooperation with Investigations

Depending on the nature and severity of an alleged violation, Century College may notify the appropriate
campus or external authorities for further investigation and possible disciplinary action or prosecution. Users
violating Century College policies or state and federal laws may be subject to prosecution. While Century
College technical staff members strive to provide reliable and secure IT resources, users should not consider the
data storage or transmission systems to be secure and/or private.

Any data stored or transmitted using Century College IT resources may be considered to be Century College
property and is subject to examination by supervisors or law enforcement under circumstances warranting
investigation. Under these circumstances, access to any files stored using Century College IT resources will be
provided to supervisors, or any other college administrators in the direct line of reporting, upon request.

Enforcement

Century College may deny members of the community who violate this policy or otherwise use Century College
IT resources to violate other established policies or laws access to IT resources. Violations that constitute a
breach of the Student Conduct Code or other Century College policy may be referred to the respective campus
authority for review and possible disciplinary action.

Reporting and Notification

If a potential violation occurs in a college classroom or lab, violations should be reported to the faculty or staff
monitoring the facility, or to the Director of Information Technology. If a potential violation occurs in a non-
instructional area, the situation should be reported to the supervisor of the area.

Where appropriate, whoever is notified first shall review the activities and, if merited, notify the user that they
are in violation of this policy and request that they take immediate remedial action to bring their conduct into
compliance. The violation should then be reported to the Director of Information Technology as soon as possible
so damage to data or system integrity may be assessed. College personnel may take immediate action, as
needed, to abate ongoing interference with network and system operations, or to insure system integrity.

Complaints or Grievances

If a user’s access to IT resources is suspended as a result of an investigation, the alleged violator may appeal
the suspension to the Director of Information Technology, then to the appropriate Vice President, and finally to
the President, in that order.

If an allegation relates to personal harassment or similar behavior, the staff or administrator will direct the
affected person to file a complaint with the responsible authority using established procedures. Staff and
administrators will cooperate fully in investigations, but should not file complaints on behalf of aggrieved
parties. The decision to file a complaint or prosecute is the responsibility of the affected party.
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